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Are you a social worker or helping professional looking to gain
valuable insights and knowledge on how to handle child sexual
abuse in the cyber world? Then you won’t want to miss the
upcoming forum on the topic.

The forum will bring together experts in the field to discuss the
latest trends and best practices in dealing with this important
issue. Attendees will have the opportunity to participate in
workshops, panel discussions, and keynote speeches. They will
also have the chance to network with other professionals and
share their experiences.

This forum is an excellent opportunity for social workers and
helping professionals to gain a deeper understanding of the
complexities of child sexual abuse in the cyber world, and to
develop strategies for addressing it. We strongly encourage you
to attend and make the most of this unique learning experience.




Understanding the scope of the problem: how prevalent
is child sexual abuse in the cyber world?

Examining the various ways in which child sexual abuse
manifests online, such as through online grooming,
sexting, and live streaming.

Exploring the various legal and policy measures that
have been implemented to combat child sexual abuse in
the cyber world.

Discussing the role of technology and Al in helping to

detect and prevent child sexual abuse in the cyber world.

Looking at the potential impact of child sexual abuse in
the cyber world on victims, as well as their families and
communities.

Investigating the role of education and awareness-
raising in helping to prevent and combat child sexual
abuse in the cyber world.

Risks

Technology Accelerating — Al, Deep Fake, AR/VR
Popularization of Social Media and Algorithm
Young age of using digital device in HK

Students with Special Needs

Relationship of Internet Addiction/IGD and Child Sexual
Abuse Online

Weak role modelling, Parents digital skills, Parental
Awareness and Mediation

Inadequate protective measures in families and schools

Young people may not have trust with social workers,
teachers and helping professionals
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Selective Prevention and

Early Intervention Net
ambassador

Scheme

Referral Service

Counselling and Crisis
isi i i Intervention
Crisis Intervention Service
Students
Groups Counselling +

+ Professional Training

Parents
Scheme

Universal Prevention .

) elearning and
& Commumty experiential
Education programmes

Talks and
Workshops
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Our Service output in 2022/23

* Over 19,000 consultations from parents, students and
professionals (uprising by 58% c.f. 2021/22)

» Over 400 counselling cases Preventive / intervention
programmes in over 170 schools/NGOs (over 400
sessions)

« Seminars on the COIAOQ, Internet Safety and the Use

of Filtering Software (Survey with over 1,200 parents,
3 public seminars, 35 school workshops)
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Types of Cyber Sexual Abuses Cases
encounter in our Services

» Cyber Sexual Abuse Materials (CSAM)
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Types of Cyber Sexual Abuses Cases
encounter in our Services

» Cyber Sexual Abuse Materials (CSAM)

* Online: Young people exposure to sexual materials, e.g.
porn, inappropriate content in social media / games (net
addiction, special needs)

* Online to Online: Involve in the online activities that
related to sexual abuse, e.g. grooming, live streaming,
net friends, sexting, cyber bullying

* Online to Offline: Meeting online contacts offline (MDCC)

» Offline to Online: from bullying to cyber bullying, sex
trafficking, spread of indecent photos

FE€ Net Service
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Case Handling
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Intervention Strategies
Prompt Crisis Intervention — Children’s Welfare
and Safety as the top priority

NOT only problems solving (deal with the
emotions, underlying needs and motivates)

Support the family as a whole

2 opposite styles of Parents / Young People
Explore Family Strength and Resources
Build Supporting Network

Multidisciplinary Collaboration / MDCC
Inter-disciplinary Collaboration / % vs 55
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Intervention in Schools

* Prompt Action
« Teamwork and Support Mechanism

» Cooperation with NGOs / SWD, Police, IT industry,
Lawyers, Medical professionals

 Crisis Support / Debriefing / Take Care everyone

« School’s Stance - Zero Tolerance for Violence,
School-based Policy and adequate support &
training for teachers

 Follow-up work
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Preventive measures for Parents

Cyber Safety (filtering, reporting)

Risk Awareness (Red, Yellow and Green lights)
Digital Skills and Information Literacy for Parents
Sex Education

Conflict Resolution

Netiquette

ICC — Involvement parenting style, parental Confidence,
Cohesive family relationships

Understand the Basic Needs of Children in Cyber World

F{E Net Service
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& cHelp

BLEEGE

EHELP ONLINE REPORTING MECHANISM ON

ONLINE SAFETY ISSUES OF CHILDREN AND

YOUNG PEOPLE

https://ehelp.org.hk
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HKFWS as one of the YouTube Trusted Flagger

About the YouTube Trusted Flagger program

The YouTube Trusted Flagger program helps provide robust tools to government agencies and
non-governmental organizations (NGOs). These agencies and NGOs are particularly effective
at telling YouTube about content that violates our Community Guidelines & .

The YouTube Trusted Flagger program includes:

« A web form that government agencies and NGOs can use to contact YouTube directly
- Visibility into decisions on reported content

« Prioritized flag reviews for increased actionability

« Ongoing discussion and feedback about YouTube content areas

- Nannnianal Aanlina fraininan

https://support.google.com/youtube/answer/7554338
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Digital Citizenship

Digital citizenship in schools: Nine

elements all students should know 9 Elements of
3 Edition 2015 Digital Citizenship
S3 Framework e B .o S

» Safe — Protect : etiquette,
access, and law

Rights &  Digital Health & Digital

> Savvy — Education : literacy, L Welless | Seciiy
communication, and

commerce

» Social — Respect : rights and
responsibilities, security, and
health and wellness

Source: https://www.digitalcitizenship.net/nine-elements.html
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Digital Skills

Digital Quotient
» Aframework that may cover
aspects Parents need to
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Digital Skills for families
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https://www.dqinstitute.org/global-standards/
https://www.dqworld.net/
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Involvement Confidence Cohesiveness
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Love and Belonging

BLAFRE

|
Freedom 5 basic needs

Power

B - HAES — ARTDRX

FE€ Net Service
We Care, We Share

William Glasser ST
ox | AWlmees
: Fun
SL%'XO' SRR
2 U5

24

2023/3/6

12



KERBIZKER

QAFLZE2T—XRBENS L FRHLEEFSH, ME
EDIFEZE (WEASER. ISTUEBNFIEIE
B, BpMhfIT4BBYENE. Youtuber, BEEMIG |
BiE. fL/iR. %ﬂ%ﬁl&lﬁﬁi@-'-)

JR2K youtuber REH, BRBNTFBSE, RX
M @SRt HNRIEINEEGER, %5—E
SREEDERE, BER(Fyoutuber X{HFT
RENDRKRBESR, BEEAHM, hBRE
M, RiEsZ—IRZLIEFHR, e RER
B, 335K, EEFEABBERSE

§¥E§ F 1&g Net Service ‘A“'/SX\ ,\¥ *\E\H_'
O HKEBWS V?IjC%rg vtvz Share (\\j') j;l;lﬁﬁv_ %
25
Preventive measures in schools
Gatekeepers Training — Parents, Teachers, Peers
Students Education Programmes — e.g. net
ambassadors scheme, students’ campaign, innovative
and experiential programmes
Teachers’ sharing
Parents Education — Parental Awareness and Parental
Mediation
Build Trust relationship with Parents / Teachers / Social
Workers
F1E® Net Service
We Care, We Share
26
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Reflection

Future Skills?
Role Modelling? Gatekeeping?

Better Cooperation among Teachers / Social
Workers with Professionals - Police, IT industry
and Medical Professionals

Embraces the Young People (difficult?)

Start with their Emotions, Needs and Motives
“‘Bottom-line” Education?

“Solve” the problems?

F1E@ Net Service
We Care, We Share
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; Elvis Ng
= elvis.ng@hkfws.org.hk
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Please find & follow our
Wesbite, IG, FB, YouTube @healthynethk
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